PHYSICIANS
Part of OptumCare*

Nondiscrimination Notice and Access to Communication Services
and Notice of Privacy Practices

ProHealth Physicians does not discriminate on the basis of sex, age, race, color, national origin,
disability, or on the basis of any other discrimination prohibited by applicable law.

Free services are available to help you communicate with us. Such as, letters in other languages, or
in other formats like large print. Or, you can ask for an interpreter. To ask for help, please call the toll-
free number 1-855-286-3411.

If you think you weren't treated fairly because of your sex, age, race, color, national origin, disability
or any other discrimination prohibited by applicable law, you can send a complaint to:

Optum Civil Rights Coordinator

11000 Optum Circle

Eden Prairie, MN 55344

Fax: 855-351-5495

Email: Optum_Civil Rights@Optum.com

If you need help with your complaint, please call the toll-free number 1-877-773-5388. You must send
the complaint within 60 days of when you found out about the issue.

You can also file a complaint with the U.S. Dept. of Health and Human services.

Online https://ocrportal.hhs.gov/ocr/portal/lobby.jsf

Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.

Phone: Toll-free 1-800-368-1019, 800-537-7697 (TDD)

Mail: U.S. Dept. of Health and Human Services. 200 Independence Avenue, SW Room 509F, HHH
Building Washington, D.C. 20201

Language Assistance Services and Alternate Formats

This information is available in other formats like large print.
To ask for another format, please call the toll-free number
1-855-286-3411.

1 Spanish ATENCION: si habla espafiol, tiene a su disposicion servicios gratuitos de
asistencia linguistica. Llame al 1-855-286-3411.
2 Portuguese ATENCAO: Se fala portugués, encontram-se disponiveis servigos

linguisticos, gratis. Ligue para 1-855-286-3411.

3 Polish UWAGA: Jezeli mowisz po polsku, mozesz skorzysta¢ z bezptatnej pomocy
jezykowej. Zadzwon pod numer 1-855-286-3411.
Continued on the next page.
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Language Assistance Services and Alternate Formats, continued

4 | Chinese IR MRBEREREPX, BRUREERKFESENRE. FHE1-
855-286-3411,

5 Italian ATTENZIONE: In caso la lingua parlata sia l'italiano, sono disponibili servizi di
assistenza linguistica gratuiti. Chiamare il numero 1-855-286-3411.

6 French ATTENTION : Si vous parlez francais, des services d'aide linguistique vous sont
proposés gratuitement. Appelez le 1-855-286-3411.

7 French Creole | ATANSYON: Si w pale Kreyol Ayisyen, gen sevis éd pou lang ki disponib gratis
pou ou. Rele 1-855-286-3411.

8 Russian BHUMAHMWE: Ecau Bbl roBOpMUTE HA PYCCKOM A3bIKe, TO BamM A0CTYMHbI
b6ecnnaTHble ycayrn nepesoaa. 3soHuTe 1-855-286-3411.

9 | Vietnamese CHU Y: Né&u ban néi Tiéng Viét, c6 cac dich vu hd trg ngdn ngit mién phi danh
cho ban. Goi s 1-855-286-3411.

10 | Arabic 21 @ Jeadl  laally el a5 A galll BacLisdll clead (8 Aalll SO Saaii i€ 1Y) ;ads pala
855-286-3411 .

11 | Korean 70| BHRO0|Z AL SIAlE H2, 00 XY MH|AE 222 0|83 %
UqEL|CH 1-855-286-3411HC 2 M3} TUA| 2.

12 | Albanian KUJDES: Nése flitni shqip, pér ju ka né dispozicion shérbime té asistencés
gjuhésore, pa pagesé. Telefononi né 1-855-286-3411.

13 | Hindi & ¢: Ife 3y & aiad g of 3o fed god & HINT FeradT 9ard Sudsy
81 1-855-286-3411 TR Hid HY|

14 | Tagalog PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga
serbisyo ng tulong sa wika nang walang bayad. Tumawag sa 1-855-286-3411.

15 | Greek MPOZOXH: Av phate eAAnvik@, otn Slabeon oag Bpiokovtal untnpeoieg
YAWOOLKAC uTtooTNPLENG, oL omolieg mapexovral Swpedv. KaAéote 1-855-286-
3411.

['For purposes of the Language Assistance Services and this Non-Discrimination Notice (“Notice”), “we” refers
to the entities listed in Footnote 2 of the Notice of Privacy Practices. Please note that not all entities listed are

covered by this Notice.]
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Medical Information Privacy Notice

Effective February 15, 2023

We? are required by law to protect the privacy of your health information. We are also required to
send you this notice, which explains how we may use information about you and when we can give
out or "disclose" that information to others. You also have rights regarding your health information
that are described in this notice. We are required by law to abide by the terms of this notice.

The terms “information” or “health information” in this notice include any information we maintain that
reasonably can be used to identify you and that relates to your physical or mental health condition,
the provision of health care to you, or the payment for such health care. We will comply with the
requirements of applicable privacy laws related to notifying you in the event of a breach of your
health information.

We have the right to change our privacy practices and the terms of this notice. If we make a material
change to our privacy practices, and if we maintain a website, we will post a copy of the revised
notice on our website www.prohealthmd.com. If we maintain a physical delivery site, we will also post
a copy in at our office. The notice will also be available upon request. We reserve the right to make
any revised or changed notice effective for information we already have and for information that we
receive in the future.

How We Collect, Use, and Disclose Information

We collect, use, and disclose your health information to provide that information:

= To you or someone who has the legal right to act for you (your personal representative) in order
to administer your rights as described in this notice; and

= To the Secretary of the Department of Health and Human Services, if necessary, to make sure
your privacy is protected.

We have the right to collect, use, and disclose health information for your treatment, to bill for your
health care and to operate our business. For example, we may collect, use and disclose your health
information:

*» For Payment. We may collect, use, and disclose health information to obtain payment for health
care services. For example, we may collect information from, or disclose information to, your
health plan in order to obtain payment for the medical services we provide to you. We may ask
you for advance payment.

= For Treatment. We may collect, use, and disclose health information to aid in your treatment or
the coordination of your care. For example, we may collect, information from, or disclose
information to, your physicians or hospitals to help them provide medical care to you.

= For Health Care Operations. We may collect, use, and disclose health information as
necessary to operate and manage our business activities related to providing and managing
your health care. For example, we might analyze data to determine how we can improve our
services. We may also de-identify health information in accordance with applicable laws. After
that information is de-identified, it is no longer subject to this notice and we may use it for any
lawful purpose.
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* To Provide You Information on Health-Related Programs or Products such as alternative
medical treatments and programs or about health-related products and services, subject to limits
imposed by law.

*» For Reminders. We may collect, use, and disclose health information to send you reminders
about your care, such as appointment reminders with providers who provide medical care to you
or reminders related to medicines prescribed for you.

»  For Communications to You. We may communicate, electronically or via telephone, these
treatment, payment or health care operation messages using telephone numbers or email
addresses you provide to us.

» Health Information Exchange. ProHealth participates in CONNIE- Connecticut’s official Health
Information Exchange (HIE). An HIE is a safe and secure way of sharing your health information
electronically among doctors’ offices, hospitals, and other healthcare organizations that share in
your care. In emergency situations where you may be unable provide information, CONNIE allows
your care providers to quickly view your medical history to take note of allergies or medical
conditions that may affect your treatment. CONNIE follows all state and federal privacy laws on
who can access what data and for what purpose.

You decide if you want CONNIE to share your health information. You can opt-out of CONNIE at
any time by clicking on the “online application” link below. Once you opt-out, your health
information will be deleted from CONNIE within 5 business days. Once your data is deleted, your
providers will not be able to search CONNIE for your health information. However, some providers
will use CONNIE to send information about their patients to each other directly. This is the same
as when providers share information by fax or mail.

You can opt-out in five ways:

e Go to the CONNIE website at https://conniect.org/for-patients/ and click the opt-out link
at the top of the page to fill out an online form.
e The opt-out link on the website also allows you to print out a form, which you can send in
several ways.
o Email the form to help@conniect.org
o Fax your completed form to 443.817.9587
o Mail your completed form to:
Connie
400 Farmington Avenue, Farmington, CT 06032

We may collect, use, and disclose your health information for the following purposes under limited

circumstances:

» As Required by Law. We may disclose information when required to do so by law.

= To Persons Involved with Your Care. We may collect, use, and disclose your health
information to a person involved in your care or who helps pay for your care, such as a family
member, when you are incapacitated or in an emergency, or when you agree or fail to object
when given the opportunity. If you are unavailable or unable to object, we will use our best
judgment to decide if the disclosure is in your best interests. Special rules apply regarding when
we may disclose health information to family members and others involved in a deceased
individual's care. We may disclose health information to any persons involved, prior to the
death, in the care or payment for care of a deceased individual, unless we are aware that doing
so would be inconsistent with a preference previously expressed by the deceased.

= For Public Health Activities such as reporting or preventing disease outbreaks to a public
health authority. We may also disclose your information to the Food and Drug Administration
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(FDA) or persons under the jurisdiction of the FDA for purposes related to safety or quality
issues, adverse events or to facilitate drug recalls.

» For Reporting Victims of Abuse, Neglect or Domestic Violence to government authorities
that are authorized by law to receive such information, including a social service or protective
service agency.

= For Health Oversight Activities to a health oversight agency for activities authorized by law,
such as licensure, governmental audits and fraud and abuse investigations.

= For Judicial or Administrative Proceedings such as in response to a court order, search
warrant or subpoena.

* For Law Enforcement Purposes. We may disclose your health information to a law
enforcement official for purposes such as providing limited information to locate a missing person
or report a crime.

* To Avoid a Serious Threat to Health or Safety to you, another person, or the public, by, for
example, disclosing information to public health agencies or law enforcement authorities, or in
the event of an emergency or natural disaster.

= For Specialized Government Functions such as military and veteran activities, national
security and intelligence activities, and the protective services for the President and others.

= For Workers’ Compensation as authorized by, or to the extent necessary to comply with, state
workers compensation laws that govern job-related injuries or illness.

= For Research Purposes such as research related to the evaluation of certain treatments or the
prevention of disease or disability, if the research study meets federal privacy law requirements.

= To Provide Information Regarding Decedents. We may disclose information to a coroner or
medical examiner to identify a deceased person, determine a cause of death, or as authorized
by law. We may also disclose information to funeral directors as necessary to carry out their
duties.

= For Organ Procurement Purposes. We may collect, use, and disclose information to entities
that handle procurement, banking or transplantation of organs, eyes or tissue to facilitate
donation and transplantation.

= To Correctional Institutions or Law Enforcement Officials if you are an inmate of a
correctional institution or under the custody of a law enforcement official, but only if necessary
(1) for the institution to provide you with health care; (2) to protect your health and safety or the
health and safety of others; or (3) for the safety and security of the correctional institution.

= To Business Associates that perform functions on our behalf or provide us with services if the
information is necessary for such functions or services. Our business associates are required,
under contract with us and pursuant to federal law, to protect the privacy of your information and
are not allowed to collect, use, and disclose any information other than as specified in our
contract and permitted by law.

= Additional Restrictions on Use and Disclosure. Certain federal and state laws may require
special privacy protections that restrict the use and disclosure of certain health information,
including highly confidential information about you. Such laws may protect the following types of
information:

Alcohol and Substance Abuse

Biometric Information

Child or Adult Abuse or Neglect, including Sexual Assault
Communicable Diseases

Genetic Information

HIV/AIDS

Mental Health

Noohkowbh=
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8. Minors Information

9. Prescriptions

10. Reproductive Health Care Services
11. Sexually Transmitted Diseases

If a use or disclosure of health information described above in this notice is prohibited or materially
limited by other laws that apply to us, it is our intent to meet the requirements of the more stringent
law.

Except for uses and disclosures described and limited as set forth in this notice, we will use and
disclose your health information only with a written authorization from you. This includes, except for
limited circumstances allowed by federal privacy law, not using or disclosing psychotherapy notes
about you, selling your health information to others, or using or disclosing your health information for
certain promotional communications that are prohibited marketing communications under federal
law, without your written authorization. Once you give us authorization to release your health
information, we cannot guarantee that the recipient to whom the information is provided will not
disclose the information. You may take back or "revoke" your written authorization at any time in
writing, except if we have already acted based on your authorization. To find out how to revoke an
authorization, use the contact information below under the section titled “Exercising Your Rights.”

What Are Your Rights
The following are your rights with respect to your health information:

* You have the right to ask to restrict uses or disclosures of your information for treatment,
payment, or health care operations. You also have the right to ask to restrict disclosures to family
members or to others who are involved in your health care or payment for your health care.
Please note that while we will try to honor your request and will permit requests
consistent with our policies, we are not required to agree to any restriction other than
with respect to certain disclosures to health plans as further described in this notice.

* You have the right to request that we not send health information to health plans in certain
circumstances if the health information concerns a health care item or service for which you or a
person on your behalf has paid us in full. We will agree to all requests meeting the above criteria
and that are submitted in a timely manner.

= You have the right to ask to receive confidential communications of information in a
different manner or at a different place (for example, by sending information to a P.O. Box
instead of your home address). We will accommodate reasonable requests. In certain
circumstances, we will accept your verbal request to receive confidential communications;
however, we may also require you confirm your request in writing. In addition, any request to
modify or cancel a previous confidential communication request must be made in writing. Mail
your request to the address listed below.

= You have the right to see and obtain a copy of certain health information we maintain about
you such as medical records and billing records. If we maintain a copy of your health information
electronically, you will have the right to request that we send a copy of your health information in
an electronic format to you. You can also request that we provide a copy of your information to a
third party that you identify. In some cases, you may receive a summary of this health
information. You must make a written request to inspect or obtain a copy your health information
or have your information sent to a third party. Mail your request to the address listed below. In
certain limited circumstances, we may deny your request to inspect and copy your health
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information. If we deny your request, you may have the right to have the denial reviewed. We
may charge a reasonable fee for any copies.

= For Connecticut residents, ProHealth must obtain your explicit consent prior to releasing your
Reproductive Health Care Services information. You have the right to withhold this consent. If
you withhold consent, ProHealth may not release your Reproductive Health Care Services
information.

* You have the right to ask to amend certain health information we maintain about you such as
medical records and billing records if you believe the information is wrong or incomplete. Your
request must be in writing and provide the reasons for the requested amendment. Mail your
request to the address listed below. If we deny your request, you may have a statement of your
disagreement added to your health information.

* You have the right to receive an accounting of certain disclosures of your information made by
us during the six years prior to your request. This accounting will not include disclosures of
information made: (i) for treatment, payment, and health care operations

» purposes; (ii) to you or pursuant to your authorization; and (iii) to correctional institutions or law
enforcement officials; and (iv) other disclosures for which federal law does not require us to
provide an accounting.

= You have the right to a paper copy of this notice. You may ask for a copy of this notice at any
time. Even if you have agreed to receive this notice electronically, you are still entitled to a paper
copy of this notice. If we maintain a website, we will post a copy of the revised notice on our
website. You may also obtain a copy of this notice on our website, www.prohealthmd.com.

Exercising Your Rights

= Contacting your Provider. If you have any questions about this notice or want information
about exercising any of your rights, please call 1-763-797-4151.

= Submitting a Written Request. You can mail your written requests to exercise any of your
rights, including modifying or cancelling a confidential communication, requesting copies of your
records, or requesting amendments to your record, to us at the following address:

ProHealth Physicians
Attn: Privacy Administrator
3 Farm Glen Blvd.
Farmington, CT 06032

» Timing. We will respond to your telephonic or written request within 30 business days of receipt.
» Filing a Complaint. If you believe your privacy rights have been violated, you may file a
complaint with us at the following address:

ProHealth Physicians
Attn: Privacy Administrator
3 Farm Glen Blvd.
Farmington, CT 06032

You may also notify the Secretary of the U.S. Department of Health and Human Services of
your complaint. We will not take any action against you for filing a complaint.

2 This Medical Information Notice of Privacy Practices applies to the following providers that are
affiliated with Optum, Inc.: ProHealth Physicians.
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